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1.
Status and applicability
1.1
Status

1. The Attorney-General approved the Information security management protocol on 18 July 2011.
2. This protocol is part of the third level of the Australian Government’s information security policy hierarchy, as shown in Figure 1.

Figure 1: Information security policy hierarchy
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3. This protocol draws its authority from the PSPF—Directive on the security of government business, Governance arrangements, and the Information security core policy and mandatory requirements.  It should be read in conjunction with:

· the Protective Security Policy Framework (PSPF) governance arrangements and core policies

· the PSPF -  Australian Government Personnel Security Protocol
· the PSPF - Australian Government Physical Security Management Protocol
· the Commonwealth Fraud Control Framework
· any agency specific legislation

· the PSPF -  Australian Government protective security governance management guideline—Business impact levels
· the PSPF - Australian Government information security management guidelines—Australian Government security classification system
· the PSPF - Australian Government physical security management guidelines—Physical security of ICT equipment, systems and facilities, and

· other guidelines issued from time to time.

1.2
Specific terms in this protocol
4. In this protocol the terms:

· ‘need to’—refers to a legislative requirement that agencies must meet

· ‘are required to’ or ‘is required to’—refer to a control:

· to which agencies cannot give a policy exception, see Policy exceptions or
· used in other protective security documents that set controls

· ‘are to’ or ‘is to’—are directions required to support compliance with the mandatory requirements of the information security core policy

· ‘should’—refers to better practice.
5. This protocol uses a range of information security terms that are defined in Australian Standards - HB 324:2008 Lexicon of key terms used in security, or the PSPF – Glossary of terms.
1.3
Applicability

6. This protocol applies to all agencies and bodies identified in PSPF - Governance - Applicability of the PSPF.  It covers all assets owned by the Australian Government, or those entrusted to the Australian Government by third parties, within Australia.

1.3.1
Intended audience

7. This protocol is intended for use by:

· security employees such as agency security advisers (ASAs), information technology security advisers (ITSAs), security consultants and security operations employees within agencies for:

· assessing risks to agency assets

· everyday information security in the agency, and
· developing agency-specific information security policies and procedures used by agency employees

· managers to meet their governance responsibilities

· staff responsible for promoting and assessing compliance with information security in corporate functions such as internal audit, human resources, risk management, compliance and legal, and
· external parties such as business partners, external auditors and industry regulators to understand the Australian Government’s overall information security position and, where fitting, to evaluate or direct the operation of specific information security controls to meet their contractual obligations.

1.4
Policy exceptions

8. Exceptional situations or emergencies may arise that prevent agencies from applying this policy. These may be either of an ongoing or an emergency nature.

9. There is no policy exception if agencies use information security measures that provide the same functionality as, or better than, specified controls.
10. Before agreeing to the use of alternative information security measures an agency head, or delegate, should seek expert advice to confirm the technical performance requirements of the proposed measures meet or exceed those of the specified control.

1.4.1
AUSTEO caveat

11. The prior agreement of the originating agency—in other words, the agency that originally placed the AUSTEO caveat on the material—is required to remove an AUSTEO caveat.  If the originating agency will not agree to removal the information cannot be released to foreign nationals.
12. The requirement to obtain the agreement of the originating agency to release AUSTEO material cannot be the subject of a policy exemption under any circumstances.
1.4.2
Ongoing policy exceptions

13. When an agency identifies a situation where the policies in this protocol and supporting guidelines cannot apply, the agency head, or delegate, is to take a clear, risk-based decision on whether to allow the policy exception.  Before making such a decision, advice is to be sought from the ASA, ITSA, relevant information originators or asset owners and other stakeholders.

14. If a policy exception is allowed the individual authorising the exception will reasonably assume accountability for any security incident that arises as a direct result.

15. The ASA and ITSA are responsible for establishing a system for documenting and managing policy exceptions.  The agency should review any exceptions before finalising annual compliance reporting to their Portfolio Minister.

16. The documenting of policy exceptions provides a record that an agency can use to assess its level of compliance with the 33 mandatory requirements.  Therefore, exceptions granted are to inform the reporting of an agency’s compliance to its Portfolio Minister.  For further information see PSPF—Governance arrangements—Audit, reviews and reporting.

1.4.3
Emergency policy exceptions

17. Where justified and necessary under exceptional circumstances, limited policy exceptions may be made without prior management approval.  Where prior advice and acceptance of policy exceptions are not possible (for example in an emergency), exceptions are to be reported to the ASA or ITSA within two working days for retrospective processing under the ongoing policy exceptions process noted above.

18. By definition, emergency exceptions are not expected to be routine in nature.

1.4.4
Deliberate non-compliance with information security policies

19. Agencies are to treat deliberate non-compliance with these information security policies that have not been granted an exception under sections 1.4.2 or 1.4.3 as a security incident or a breach of the APS Code of conduct or equivalent for non-APS agencies.

1.5
Structure and design of this protocol

1.5.1
Structure and overview

20. This protocol is organised into 11 sections numbered 1 through 11 inclusive.
21. After some introductory sections, sections 4 through 11 cover different aspects of information security management, each with between one and 10 subsections.
22. The same section and subsection numbering is used in this protocol for consistency and ease of cross-referencing to the PSPF - Information security core policy.

23. The eight main sections cover:

Section 3—Compliance: the final section covers processes for reviewing the agency’s compliance with its own internal policies as well as those imposed externally such as privacy laws, copyright, contractual terms and industry regulations.

Section 4—Risk assessment and treatment: gives a brief outline of the methods used to assess information security risks and define information security control requirements.

Section 5—Agency information security policy and planning: more than simply a high-level information security policy, this protocol requires the development and use of a framework of policies, standards and guidelines, coupled with effective communication throughout an agency.

Section 6—Information security framework and external party access: describes the governance and management structure of the information security function, and covers the information security aspects of dealing with external parties.

Section 7—Asset management: embodies the fundamental idea that assets include not only hardware and software but also business data.  Identifying and protectively marking assets and assigning ownership and custodianship responsibilities are the first steps toward applying proper protective controls.

Section 8—Operational security management: systems and network managers normally need powerful access rights to do their jobs, implying a high degree of trust.  This section is the longest.  The controls contained in this section balance the need for IT professionals to have privileged access to systems and networks against their trustworthiness and competence.  It also covers several other aspects of systems and network management that directly influence information security—for example, data backup and change control procedures.

Section 9—Information access controls: controlling logical access to sensitive data is clearly important to protect confidentiality but the protocol also clearly includes integrity and availability requirements.

Section 10—Information systems development and maintenance: advises on the need to specify and develop information security controls as an integral part of the software development and implementation process, as well as isolating development, testing and live production environments.

1.5.2
Formatting and presentation

24. The sections of this protocol repeat several mandatory requirements from the PSPF Governance arrangements and information security core policies.  Each is followed by policy statements describing the supporting controls and some extra guidance.
25. Any examples used in this protocol are not intended to be exhaustive, merely illustrative.
1.6
References and supporting documents
26. This protocol incorporates internal cross-references since certain controls are relevant to more than one section. 
1.6.1
Documents given authority by this protocol

27. This protocol gives policy authority to the following documents:

· the following protective security  guidelines:

· Australian Government information security management guidelines—Australian Government security classification system
· Australian Government protective security governance guideline—Business impact levels
· Australian Government information security management guidelines—Protectively marking and handling sensitive and security classified information and material
· Australian Government information security management guidelines—Management of aggregated information
· Australian Government protective security governance guidelines—Safeguarding foreign government information (FGI) 
· Australian Government information security management guidelines—Marking and handling accountable material including TOP SECRET information. These guidelines are only available to agency security advisers from the Protective Security Policy Community on GovDex. For access ASAs should email pspf@ag.gov.au 
· the Australian Signals Directorate (ASD) publication Australian Government information security manual (ISM)
· ASD publication series: Australian Communications Security Instructions (ACSIs), and
· other information security guidelines approved by the Protective Security Policy Committee (PSPC) and issued from time to time.

1.6.2
Standards referenced

28. Given that this protocol’s structure and controls aligns with the Australian Standards – AS/NZS ISO/IEC 27001:2006 International standard specification for an information security management system, the following external standards should be read in conjunction with this protocol:

· AS/NZS ISO/IEC 27000:2009 International standard Information security management systems—Fundamentals and vocabulary 

· AS/ NZS ISO/IEC 27002:2006 International standard code of practice for information security management 
· AS/ NZS ISO/IEC 27003:2010 International standard ISMS implementation guidance
· AS/NZS ISO/IEC 27005:2011 International standard for information security risk management
· ISO/IEC 27035:2011 International standard for information security incident management.  Due to become ISO/IEC 27035

· ISO Guide 73:2009 Guideline risk management—Vocabulary—Guidelines for use in standards.
1.7
Document change control

This protocol is approved by the Attorney-General on advice from the Protective Security Policy Committee.

It is subject to a strict change control process.  Feedback, comments, corrections and improvement suggestions (including on areas that are not sufficiently well-covered) are welcome from any part of the Australian Government.  Please send feedback to pspf@ag.gov.au.
Formal reviews will be undertaken periodically, and the version number updated.
The Amendments summary will record any corrections or minor amendments to improve understanding.  The Attorney-General’s Department will notify agency security advisers of updates.
2.
How this protocol fits into the PSPF structure

29. This protocol specifies information security controls to be used to satisfy the mandatory requirements.
30. The ISM, standards and supporting guidelines to this protocol amplify the protocol.  They detail how the security controls required should be implemented.
31. Guidelines are developed where no suitable standards exist.  They include a mixture of mandatory and optional controls and provide advice and supporting information.

32. The ISM, standards and guidelines will evolve to reflect changes in technologies and the information security risks.  They are likely to change more often than the protocol.  The PSPC will authorise amendments to guidelines and the use of any standards.

33. The policy hierarchy is supported by various protective security management activities such as reporting and audit procedures, security awareness training and several compliance measures.

34. The protocol needs to be applied in conjunction with an agency’s other governance activities, strategies and business plans.
35. The protocol, ISM, standards and guidelines will inform the agency-specific information security policy and procedures.

3.
Compliance

Mandatory requirement
INFOSEC 7: Agencies must ensure that agency information security measures for all information processes, ICT systems and infrastructure adhere to any legislative or regulatory obligations under which the agency operates.
3.1 
Compliance with legal requirements

3.1.1 
Identification of applicable legislation

36. All relevant statutory, regulatory and contractual requirements and the agency’s approach to meet these requirements are to be explicitly defined and documented and kept up to date for each information system and the agency.
3.1.2 
Intellectual property rights

37. Agencies need to implement appropriate procedures to ensure compliance with legislative, regulatory and contractual requirements on the use of material in respect of which there may be intellectual property rights and on the use of proprietary software products.
3.1.3 
Protection of agency records

38. Important agency records need to be protected from loss, destruction and falsification in accordance with statutory, regulatory, contractual and business requirements.
3.1.4 
Data protection and privacy of personal information

39. Agencies need to ensure that data protection and privacy requirements in relevant legislation, regulation, and contractual clauses are met.
3.1.5 
Prevention of misuse of information systems
40. Agencies are to instruct users of agency information systems not to use those systems for unauthorised purposes.
3.1.6 
Regulation of cryptographic controls 

41. Cryptographic controls need to be used in compliance with all relevant agreements, laws and regulations.

 Other information

· ISM—Information security documentation

· ISM—Access control
Mandatory requirement
GOV-7: For internal audit and reporting, agencies must:

· undertake an annual security assessment against the mandatory requirements detailed within the PSPF, and

· report their compliance with the mandatory requirements to the relevant portfolio Minister.

The report must:

· contain a declaration of compliance by the agency head, and

· state any areas of non-compliance, including details on measures taken to lessen identified risks.

In addition to their portfolio Minister, agencies must send a copy of their annual report on compliance with the mandatory requirements to:

· the Secretary, Attorney-General’s Department, and

· the Auditor-General.

Agencies must also advise any non-compliance with mandatory requirements to:

· the Director, Defence Signals Directorate for matters relating to the Australian Government Information Security Manual (ISM).

· the Director-General, Australian Security Intelligence Organisation for matters relating to national security, and

· the heads of any agencies whose people, information or assets may be affected by the non‑compliance.

3.2 
Compliance with information security core policy, mandatory requirements, protocols, standards and technical advice

3.2.1 
Compliance with policies, mandatory requirements, protocols and standards

42. Agencies are to ensure that all security procedures within their area of responsibility are carried out correctly to achieve compliance with the PSPF.
3.2.2 
Technical compliance checking 

43. Agencies are to regularly check compliance with security implementation standards.

Other information

· ISM—Roles and responsibilities

· ISM—Information security monitoring

· ISM—Cyber security incidents

3.3 
Information systems audit considerations 

3.3.1 
Information system audit controls

44. To minimise the risk of disruption to agency business processes, agencies are to carefully plan and agree on suitable audit requirements and activities for operational systems.
3.3.2 
Protection of information systems audit tools

45. The opportunity for unauthorised access to agency information systems audit tools is to be minimised to limit any possible misuse or compromise.
Other information
· ISM—Information security monitoring

· ISM—Access control

4.
Risk assessment and treatment

Mandatory requirement
GOV-6: Agencies must adopt a risk management approach to cover all areas of protective security activity across their organisation, in accordance with the Australian Standard AS/NZS ISO 31000:2009 Risk Management Principles and guidelines and HB 167:2006 Security risk management.
4.1
Information security risk assessments

4.1.1
Use of international standards

46. Agencies are required to conduct information security risk assessments and develop treatments using:

· Australian Standard AS/NZS ISO/IEC 27005:2008 Information technology—Security techniques—Information security risk management
· Australian Standard AS/NZS ISO/IEC 27002:2006 Information technology—Security techniques—Code of practice for information security management Section 4, and
· the  Australian Government protective security governance guidelines—Business impact levels. 

5
Agency information security policy and planning

Mandatory requirement 
INFOSEC 1: Agency heads must provide clear direction on information security through the development and implementation of an agency information security policy, and address agency information security requirements as part of the agency security plan.

47. Unless directed to other supporting references in the ‘Other information’ sections, agencies are required to use implementation guidance in Australian Standard AS/NZS ISO/IEC 27002:2006 Information technology—Security techniques—Code of practice for information security management, Section 5 when developing their information security policy document.
5.1
Information security policy

5.1.1
Information security policy document

48. The agency head is to approve an information security management framework (ISMF) policy document.  It is to be published and communicated to all employees and relevant external parties as appropriate.

5.1.2
Review of agency information security policy 

49. Agencies are to review their ISMF policy document at least every two years or when significant changes occur to ensure its continuing relevance, adequacy and effectiveness.

Other information

· ISM—information security documentation.

6.
Information security framework and external party access

Mandatory requirement
INFOSEC 2: Each agency must set up a framework to provide direction and coordinated management of information security.  Frameworks must be appropriate to the security risks to the agency’s information environment.
50. Unless directed to other supporting references in the ‘Other information’ sections, agencies are required to use Australian Standard AS/NZS ISO/IEC 27002:2006 Information technology—Security techniques—Code of practice for information security management, Section 6 when developing their information security framework and external party access policy.
6.1
Internal framework

6.1.1
Management commitment to information security

51. Agency management is to actively support information security within the agency through clear direction, demonstrated commitment, clear assignment and acknowledgement of information security responsibilities.
52. Management is to identify needs for internal and external specialist information security advice, and review and coordinate results of this advice throughout the agency.  Depending on agency size, such responsibilities could be handled by a dedicated management forum or by an existing management body such as a board of directors.

6.1.2
Information security coordination 

53. An agency’s information security activity is to be coordinated by representatives from different areas with relevant roles and job functions. If the agency does not use a separate cross-functional group—for example, because such a group is not suitable for the agency’s size—the activity is to be undertaken by another suitable management body or individual manager.

6.1.3
Allocation of information security responsibilities

54. All information security responsibilities are to be clearly defined.

6.1.4
Authorisation process for information processing facilities

55. Agencies are required to ensure that any facility containing a system or its associated infrastructure, including deployable systems, meet minimum physical security requirements in the PSPF - Physical Security Management Protocol.
6.1.5
Confidentiality agreements

56. Confidentiality requirements or non-disclosure agreements reflecting the need for protecting information are to be identified and regularly reviewed.

6.1.6
Contact with Australian Government information security authorities

57. Agencies are to ensure that security personnel are familiar with the information security roles and services provided by Australian Government agencies.  
6.1.7
Contact with special interest groups

58. Contact with special interest groups or other specialist security forums and professional associations are to be established and maintained.

6.1.8
Independent review of information security

59. Agencies are to have information security reviews conducted by personnel independent to the target of the review or by an independent third party.

Other information

· ISM—Roles and responsibilities

· ISM—Physical security for systems

· ISM—Product security

· ISM—Information security monitoring.

Mandatory requirement
GOV-12:  Agencies must ensure the contracted service provider complies with the requirements of this policy and any protective security protocols.
6.2
External parties

6.2.1
Identification of risks related to external parties

60. The risks to the agency’s information and information processing facilities from business process involving external parties are to be identified and suitable controls set up before granting access.

6.2.2
Addressing security when dealing with external parties
61. All identified security requirements are to be addressed before giving external parties access to the agency’s information assets.

6.2.3
Addressing security in external party agreements

62. Agreements with external parties involving accessing, processing, communicating or managing agency information assets, or adding products or services to agency information systems are to cover all relevant security requirements.

Other information
· ISM—Gateway security
7. 
Asset management
Mandatory requirements
INFOSEC 3: Agencies must implement policies and procedures for the security classification and protective control of information assets (in electronic and paper-based formats) which match their value, importance and sensitivity.

GOV-10: Agencies must adhere to any provisions on the security of people, information and assets contained in multilateral or bilateral agreements and arrangements to which Australia is a party.

63. Unless directed to other supporting references in the ‘Other information’ sections, agencies are required to use Australian Standard - AS/NZS ISO/IEC 27002:2006 Information technology—Security techniques—Code of practice for information security management, Section 7 when developing their asset management policy.
7.1 
Responsibility for assets
7.1.1 
Inventory of assets
64. Agencies are to identify agency significant assets.  This includes both individual items and related groups of assets—such as all the computer hardware and software providing a given ICT service.
65. It should include assets necessary to disaster recovery.
66. Agencies are required to use the Australian Government protective security governance guideline—Business impact levels for an understanding of their relative values to specify suitable protection.  AS/NZS ISO/IEC 27002 identifies the types of assets to be inventoried including:
· Information assets: data in any format—including files and copies of plans, system documentation, original user manuals, original training material, operational or other support procedures, continuity plans and other fall-back arrangements, archived information, personal data, financial and accounting information

· Software assets: application software, operating system software, development tools and utilities, e-learning assets, network tools and utilities

· Physical assets:
· computer equipment—including workstations, notebooks, PDAs, monitors, modems, scanning machines, printers
· communications equipment—including routers, cell phones, PABXs, fax machines, answering machines, voice conferencing units
· removable media—CD ROMs, tapes and disks, and
· other technical equipment—power supplies, air-conditioning units

· Services: general utilities—for example, gas, electricity and water

· People: their qualifications, skills and experience, and
· Intangibles: such as reputation and agency image. 
67. Agencies are to keep an accurate and complete inventory.
7.1.2 
Ownership of assets
68. Agencies are to nominate an appropriate senior manager to be accountable for the protection of each significant asset—both individual items and related groups of assets identified.  That person is to be recorded in the inventory of significant assets, see 7.1.1.
69. That person is responsible for ensuring the appropriate marking of assets, see 7.2, and defining and reviewing access controls and other information security controls.

7.1.3 
Acceptable use of assets
Agencies are to ensure they have guidelines that cover information security aspects of local and remote systems access—for example, passwords and authentication devices—corporate and personal email, internet browsing, use of portable computers and personal digital assistants.  These guidelines are to be:

· developed and kept by the ITSA under authority of the security executive and agency head
· approved, supported and enforced by managers throughout the agency, and
· communicated to relevant employees by suitable means—for example, hardcopy leaflets, intranet pages and awareness presentations.

Other information

· ISM—Physical security for systems

· ISM—Information security documentation
· ISM—Personnel security for systems.
7.2 
Information classification
7.2.1 
Australian Government security classification system
70. Agencies are to security classify information and material in accordance with the PSPF – Information Security supporting guidelines—Australian Government security classification system.

7.2.2
Information marking and handling

71. Agencies are to mark and handle official information and material in accordance with the PSPF – Information Security supporting guidelines – Protectively marking and handling sensitive and security classified information and material.

72. TOP SECRET security classified information and material are to be marked and handled in accordance with the Australian Government information security management guidelines—Marking and handling accountable material including TOP SECRET information. These guidelines are only available to agency security advisers from the Protective Security Policy Community on GovDex. For access ASAs should email pspf@ag.gov.au 

7.2.3 
Agency security classification guides 

73. Agencies are to develop and maintain agency-specific security classification guides.
74. Actively limiting the quantity and scope of information generated and subsequently protectively marked is a desirable outcome to government for a variety of important reasons.  Protectively marking:
· promotes the image of an open and transparent democratic government that informs the general public to the fullest extent possible
· provides for accountability in government policies and practices that may otherwise be veiled by inappropriate or over-classification
· allows better oversight of government operations and programs from outside government, and
· promotes efficiency and economy in the government’s management of its information holdings.

75. Agencies are to use Australian Government protective markings consistently throughout their agency, such as on print-outs, reports, protocols, web pages and tapes.  Other markings should be avoided.

7.3
Business impact levels

76. During the risk assessment process, agencies are to determine the business impact of a loss of confidentiality, integrity and availability to assets—both individual and aggregated—in accordance with the PSPF – Australian Government protective security governance guidelines—Business impact levels.
7.4
Aggregation
77. Agencies are to follow the PSPF – Australian Government information security management guidelines—Management of aggregated information to be released shortly.
7.5
Foreign government information (FGI)

78. Agencies are to follow Australian Government protective security governance guidelines—Safeguarding foreign government information.
7.6
Information declassification
7.6.1
Agency information declassification program 

79. Agencies are to include details of their agency declassification program in their information security policy and plans.
80. Information should be declassified as soon as it no longer meets the criteria for security classification as described under the PSPF – Australian Government information security management guidelines—Australian Government security classification system.
8.
Operational security management

Mandatory requirement
INFOSEC 4: Agencies must document and implement operational procedures and measures to ensure information, ICT systems and network tasks are managed securely and consistently, in accordance with the required security.  This includes implementing the mandatory ‘Strategies to Mitigate Targeted Cyber Intrusions’ as detailed in the Australian Government Information Security Manual.   
81. Unless directed to other supporting references in the ‘Other information’ sections, agencies are to use Australian Standard - AS/NZS ISO/IEC 27002:2006 Information technology—Security techniques—Code of practice for information security management, Section 10 when developing their operational security management procedures and measures.
8.1
Operational procedures and responsibilities

8.1.1
Documented operating procedures

82. Operating procedures are to be documented, maintained and made available to all users who need them.

8.1.2
Change management
83. Changes to information systems are to be controlled through a formal management process.

8.1.3
Segregation of duties

84. Duties and areas of responsibilities are to be segregated to reduce opportunities for unauthorised or unintentional modification or misuse of agency information assets.

8.1.4
Separation of development, test and operational facilities

85. Agencies are to separate development, test and operational facilities to reduce the risks of unauthorised access or changes to the system.

Other information

· ASD – Strategies to mitigate targeted cyber intrusions
· ISM—Information security documentation

· ISM—Software development.
8.2
External party service delivery management

8.2.1 
Service delivery

86. Agencies are to ensure the security controls, service definitions and delivery levels included in the external party service delivery agreements are implemented, operated and maintained by the external party.

8.2.2
Monitoring and review of external party services

87. Agencies are to regularly monitor, review and audit the services, reports and records provided by external parties.

8.2.3
Managing changes to external party services

88. Agencies are to manage changes to the provision of services, including maintaining and improving existing information security policies, procedures and controls. They are to take into account the criticality of the business systems and processes involved and re-assessment of risks. 

Other information

· ISM—Industry engagement and outsourcing

· ISM—System accreditation
· ISM—Information security documentation
· ACSI 53 – Communications Security Handbook (Rules and Procedures for Agency Comsec Officer and Custodian).  Available to agency Comsec officers from ASD.
8.3
System planning and acceptance

8.3.1
Capacity management

89. Agencies are to monitor and tune the use of resources as well as projecting future capacity requirements to ensure the required system performance.
8.3.2
System acceptance
90. Agencies are to establish acceptance criteria for new information systems, upgrades and new versions. They are to ensure that suitable system testing is carried out during development and before acceptance.

Other information

· COBIT and ITIL capacity management guidelines.
8.4
Protection against malicious and mobile code

8.4.1
Controls against malicious code

91. Agencies are to implement detection, prevention and recovery controls to protect against malicious code as well as developing suitable user procedures.
8.4.2
Controls against software transfer—mobile code

92. Where an agency authorises the transfer of mobile code between systems—for example, Java, Flash, macros—it is to ensure the software operates according to a clearly defined security policy, and unauthorised software is prevented from executing.
Other information

· ISM—Software security.
8.5
Back-up

93. Agencies are to take backup copies of information and software and test them frequently in accordance with the agreed backup policy.

Other information

· ISM—Information security monitoring.
8.6
Network security management

8.6.1
Network controls
94. Agencies are to implement adequate controls to protect networks from threats and vulnerabilities.
8.6.2
Security of network services

95. Agencies are to implement service levels and appropriate management controls whether these services are provided in house or outsourced.
Other information

· ISM—Network security

· ISM—Information security documentation.
8.7
Media handling

8.7.1
Management of removable media

96. Agencies are to have procedures in place for managing removable media in accordance with the ISM—Media handling.

8.7.2
Hard copy information handling procedures

97. Agencies are to set up procedures for the handling and storage of hard copy information to protect it from unauthorised disclosure or misuse.

98. Agencies are to handle hard copy official information and material in accordance with the:

· PSPF – Australian Government information security management guidelines - Marking and handling sensitive and security classified information and material, and 
· PSPF – Australian Government information security management guidelines—Marking and handling accountable material including TOP SECRET information. These guidelines are only available to agency security advisers from the Protective Security Policy Community on GovDex. For access ASAs should email pspf@ag.gov.au.
8.7.3
Security of system documentation

99. Agencies are to protect system documentation against unauthorised access.

8.8
Exchange of information
8.8.1
Information exchange policies and procedures

100. Agencies are to have in place formal exchange policies, procedures and controls to protect the exchange of information. 
8.8.2
Exchange agreements
101. Agencies are to establish agreements for the exchange of information and software. 

8.8.3
Physical media in transit

102. Agencies are to protect media containing information against unauthorised access, misuse or corruption during transportation beyond agency physical boundaries.

103. Agencies are required to protect official media in accordance with the PSPF – Australian Government information security management guidelines - Marking and handling sensitive and security classified information and material.

8.8.4
Electronic messaging

104. Agencies are to protect information involved in electronic messaging—for example, email, electronic data exchange and instant messaging.

8.8.5
Business information systems

105. Agencies are to develop and implement policies and procedures to protect information associated with the interconnection of business information systems.

Other information

· ISM—Network security

· ISM—Industry engagement and outsourcing

· ISM—Software security

· ISM—Personnel security

· ISM—Gateway security.
8.9
Electronic commerce services

8.9.1
Electronic commerce
106. Agencies are to protect information involved in electronic commerce passing over public networks from fraudulent activity, contract dispute and unauthorised disclosure and modification.

8.9.2
Online transactions
107. Information involved in on-line transactions is to be protected to prevent incomplete transmission, mis-routing, unauthorised message alteration, unauthorised disclosure, unauthorised message duplication or replay. 
8.9.3
Publicly available systems

Agencies are to protect the integrity of information being made available on publicly available systems to prevent unauthorised modification.

Other information

· the Australian Government information security management guidelines—Agency cyber responsibilities when transacting online with the public
· ISM—Access control

· ISM—Gateway security

· ISM—Network security

· ISM—Cryptography.
8.10
Monitoring
8.10.1
Audit logging

108. Agencies are to produce audit logs recording user activities, exceptions and information security events to aid in future investigations and access control monitoring.  Audit logs need to be retained in accordance with the relevant National Archives of Australia disposal authority.
8.10.2
Monitoring system use

109. Agencies are to establish procedures for monitoring use of information systems.  They are to regularly review the subsequent results.

8.10.3
Protection of log information

110. Agencies are to protect logging systems and log information against tampering and unauthorised access.

8.10.4
Administrator and operator logs

111. Agencies are to log system administrator and system operator activities.

8.10.5
Fault logging
112. Agencies are to log and analyse faults and take appropriate action. 

8.10.6
Clock synchronisation
Agencies are to synchronise the clocks of all relevant information processing systems within the agency or security domain with an agreed accurate time source.
Other information

· ISM—Access control.
9.
Information access controls

Mandatory requirement
INFOSEC 5: Agencies must have in place control measures based on business owner requirements and assessed and accepted risks for controlling access to all information, ICT systems, networks (including remote access), infrastructures and applications.  Agency access control rules must be consistent with agency business requirements and information classification as well as legal obligations.
113. Unless directed to other supporting references in the ‘Other information’ sections, agencies are required to use Australian Standard - AS/NZS ISO/IEC 27002:2006 Information technology—Security techniques—Code of practice for information security management, Section 11 when developing their information access controls.

9.1
Business requirements for access control

9.1.1
Access control policy

114. Agencies are to establish, document and review an access control policy based on business and security requirements for access.

Other information

· ISM—Roles and responsibilities

· ISM—Information security documentation

· ISM—Access control.
9.2
User access management

9.2.1
User registration
115. Agencies are to set up a formal user registration and de-registration procedure for granting and revoking access to all information systems and services.

9.2.2
Privilege management

116. Agencies are to restrict and control the allocation and use of system privileges.

9.2.3
User password management

117. Agencies are to control password allocation through a formal management process.

9.2.4
Review of user access rights

118. Agencies are to review user access rights at regular intervals using a formal process.

Other information

· ISM—Access control

· ISM—Personnel security for systems.
9.3
User responsibilities

9.3.1
Password use

119. Agencies are to require users to follow good security practices in the selection and use of passwords.

9.3.2
Unattended user equipment

120. Agencies are to require users to protect unattended user equipment.

9.3.3
Clear desk and clear screen policy

121. Agencies are to adopt and implement a clear desk policy for papers and removable storage media and a clear screen policy for information processing facilities.

Other information

· ISM—Access control

· ISM—Media security.
9.4
Network access control

9.4.1
Policy on the use of network services

122. Agencies are to limit user access only to those services that they have been specifically authorised to use.

9.4.2
User authentication for external connections

123. Agencies are to introduce appropriate authentication methods to control remote user access.

9.4.3
Equipment identification in networks

124. Agencies are to consider the use of automatic equipment identification as a means to authenticate connects from specific locations and equipment.

9.4.4
Remote diagnostic and configuration port protection

125. Agencies are to control physical and logical access to diagnostic and configuration ports.

9.4.5
Segregation in networks

126. Agencies are to segregate groups of information services, users and information systems, based on the agency risk assessment.
9.4.6
Network connection control

127. For shared networks, especially those extending across agency boundaries, the capability of users to connect to the network is to be restricted, in line with the agency access policy and requirements of the business applications.

9.4.7
Network routing control

128. Agencies are to implement routing controls for networks to ensure that computer connections and information flows do not breach the access control policy of the business applications.

Other information

· ISM—Access control

· ISM—Network security

· ISM—Software security

· ISM—Gateway security.
9.5
Operating system access control

9.5.1
Secure log-on procedures
129. Agencies are to control access to operating systems through a secure log-on procedure.

9.5.2
User identification and authentication

130. Agencies are to ensure that all users have a unique identifier (user ID) for their personal use only. They are to ensure a suitable authentication technique is chosen to confirm the claimed identity of a user.

9.5.3
Password management system

131. Systems for managing passwords are to be interactive and ensure quality passwords. 

9.5.4
Use of system utilities 

132. Agencies are to restrict and tightly control the use of utility programs that may be capable of overriding system and application controls.

9.5.5
Session time-out

133. Agencies are to shut down inactive sessions after a defined period of inactivity. 

9.5.6
Limitation of connection time 

134. Agencies may consider restricting connection times to provide additional security for high-risk applications.  

Other information

· ISM—Access control

· ISM—Software security.
9.6 
Application and information access control

9.6.1
Information access restriction

135. Agencies are to restrict access to information and application systems in accordance with agency defined access control policy.
9.6.2
Sensitive system isolation
136. Agencies are to afford sensitive systems a dedicated (isolated) computing environment, in accordance with the agency risk assessment.
Other information

· ISM—Access control

· ISM—Gateway security.
9.7 
Mobile computing and tele-working 

9.7.1
Mobile computing and communications

137. Agencies are to have in place a formal policy and adopt appropriate security measures to protect against the risks of using mobile computing and communications facilities.
9.7.2
Tele-working 

138. Agencies are to develop a policy, operational plans and procedures for tele-working activities.
Other information

· ISM—Working off-site
· PSPF – Australian Government physical security management guidelines – Working away from the office
· ACSI 128 – Operational Security Doctrine for the GSM Security Module.  Available to ASAs and ITSAs from ASD.
· ACSI 129 - Operational Security Doctrine for the Sectera Wireline Terminal.  Available to ASAs and ITSAs from ASD. 
· ACSI  140 – Sectera Edge Secure Mobile Environment – Portable Electronic Device.  Available to ASAs and ITSAs from ASD.
10.
Information systems development and maintenance

Mandatory requirement
INFOSEC 6: Agencies must have in place security measures during all stages of ICT system development, as well as when new ICT systems are implemented into the operational environment.  Such measures must match the assessed security risk of the information holdings contained within, or passing across, ICT networks infrastructures and applications.

139. Unless directed to other supporting references in the ‘Other information’ sections, agencies are required to use Australian Standard - AS/NZS ISO/IEC 27002:2006 Information technology—Security techniques—Code of practice for information security management, Section 12 when developing their operational security management procedures and measures.

10.1 
Security requirements of information systems

10.1.1 
Security requirements analysis and specification

140. Statements of business requirements of new information systems or enhancements to existing information systems are to specify the requirements for security controls.
Other information

· ISM—Information security documentation.
10.2 
Correct processing in applications 

10.2.1 
Input data validation

141. Agencies are to validate data input to applications to ensure the data is correct and suitable.

10.2.2 
Control of internal processing

142. Agencies are to incorporate validation checks into applications to detect any corruption of information through processing errors or deliberate acts.
10.2.3 
Message integrity

143. Agencies are to identify requirements for ensuring authenticity and protecting message integrity in applications and identify and set up suitable controls.

10.2.4 
Output data validation

144. Agencies are to ensure that data output from an application is validated to ensure the processing of stored information is correct and fitting to the circumstances.

Other information

· ISM—Software security

· ISM—Network security.
10.3 
Cryptographic controls

10.3.1 
Policy on use of cryptographic controls

145. Agencies are to develop and implement a policy on the use of cryptographic controls for the protection of information.
10.3.2 
Key management
146. Agencies are to have in place key management to support agency use of cryptographic techniques.

Other information

· ISM—Cryptography

· ISM—Physical security for systems.
· ACSI 105 – Cryptographic Controlling Authorities and Keying Material Management.  Available from ASD.
10.4 
Security of system files 

10.4.1 
Control of operational software

147. Agencies are to have in place procedures to control the installation of software on operational systems.

10.4.2 
Protection of system test data 

148. Agencies are to carefully select, protect and control test data.

10.4.3 
Access control to program source code

149. Agencies are to restrict access to program source code.
Other information

· ISM—Software security.
10.5 
Security in development and support activities

10.5.1 
Change control procedures 

150. Agencies are to use formal change management control procedures to control the implementation of changes.

10.5.2 
Technical review of applications after operating system changes

151. When operating systems are changed, agencies are to review and test business critical applications to ensure there is no adverse impact on agency operations or security. 

10.5.3 
Restrictions on changes to software packages

152. As far as possible and practical, agencies should use vendor-supplied software packages without modification.  Where changes are made they are to be strictly controlled.

10.5.4 
Information leakage
153. Agencies are to have in place controls to minimise opportunities for information leakage.

10.5.5 
Outsourced software development

154. Agencies are to supervise and monitor outsourced software development.
Other information

· ISM—Information security monitoring

· ISM—Network security

· ISM—Product security

· ISM—Access control

· ISM—Software security.
10.6 
Technical vulnerability management

10.6.1 
Control of technical vulnerabilities

155. Agencies are to ensure that timely and appropriate measures are taken to address the risk of exposure to technical vulnerabilities.  

Other information

· ISM—Product security. 
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