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Course: Cyber Security Course
Assignment: Assignment 4
Instructor: Christian Junior

Due date: 10.00am. 17th August 2021



Part 1: Risk management frameworks

Look at all the cybersecurity risk management frameworks discussed in the session and pick one most suitable to your business of choice. 

Describe the framework you have chosen and why you feel it is the most suitable for your business of choice.




Part 2: Risk Management Regime

On the attached zip file called “Sample Cybersecurity Policy Documents.zip” you will find a few samples of policy documents here. You will also find a document called “Deloitte Risk Assessment Framework”

a) You are to use the Deloitte sample document to do a component-based risk analysis of your chosen business. Look at as many aspects as you can and identify all aseets at risk e.g. staff, users, website, mobile apps, services, processes, data & information, trade secrets, emails etc. 

b) Determine the risks associated with all the assets analysed and recommend mitigating measures for the identified risks. 

c) Create a risk assessment matrix using the template table structure found in pages 3 – 8 of the document.

d) Recommend at least 3 policy documents that need to be created to help manage your risks. State the reasons for your recommendations.

e) Pick 3 policy documents from the samples attached and personalise them to suit your business needs based on your recommendations above (2d).





You are to select one of the companies below to work with going forward.




Company profile 1:

CADAWADA

CadaWada offers a simple, quick and secure way to make payments and money transfers globally.

Established in in 2020, CadaWada is a digital financial service with footprints in over 50 countries worldwide. Our focus is to provide financial services that are inclusive, affordable and accessible to everyone; services that transform lives around the world for the better.

· CadaWada focuses on financial inclusion for the under-banked and unbanked users, whilst delivering value to the already banked consumers.
· It will reduce the cost of ecommerce transactions, allowing small businesses to seamlessly go online, sell to the world and accept e-payments.
· Reduce the cost of local payments & international, money transfers.
· CadaWada aims to seamlessly connect consumers to the global financial ecosystem through an API driven platform.
· Hold money in 50+ currencies e-wallets, pay bills, spend online, transfer money, Save / Invest and exchange currencies with other users.
· CadaWada has no physical office so all transactions are conducted online.

www.cadawada.com 










Company profile 2:

CA ART

CA ART is an online art marketplace that sells digital and physical art. This is a platform business, meaning all products are sold online via an ecommerce store.

Users can register and purchase digital or physical art using cryptocurrencies, credit or debit cards.

In addition to that, artists can register, create a store and start selling their art to the general public.

www.caart.uk





Company profile 3

Blossom Patch Nursery

Blossom Patch Nursery is a day nursery, a pre-school and also an out of school club. Blossom patch Nursery aims to nurture children’s deep desire to learn, to experiment, to socialise and to gain independence. 

Blossom patch has several customers who are parents with kids. They have a nursery building in West London.

A number of Blossom clients pay online via credit/debit cards, they also pay in cash and via direct bank transfers. The nursery communicates with parents to provide updates via emails, text messages and phone calls.

www.Blossompatchnursery.co.uk 
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