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1. Introduction
1.1. Purpose

The purpose of this document is to provide a detailed description of the physical security policy implemented at <TYPE COMPANY NAME>, Inc. (“Company”).

1.2. Scope

This document applies to Company head office and data center.

1.3. Reference Documents

Data Protection document (PROC-003)
1.4. Record Summary

Camera records

Badge issued

Access records

Visitor log

Media inventory

Media destruction
2. Procedure

2.1. Use appropriate facility entry controls to limit and monitor physical access to systems that store, process, or transmit cardholder data.

At the Company head office, personnel that have access to cardholder data are segregated from other personnel and require authorized access to enter their work area. 

At the data center, access to the physical Company devices is limited to individuals with authorized access and monitored through cameras and the use of biometric scanners. 

2.2. Restricted Access to Computer Facilities 
The buildings that house the Company all comply with the following, and any future facility used must comply with this list of requirements:

· The data center is a physically separated from all other Company offices. The facility is located on the lower floor of Company’s headquarters building. 
· The data center is protected with physical security measures that prevent unauthorized persons from gaining access. This is done using a card access system. Network, System Engineering and Administration (“NSA”) employee access card is presented to the card scanner to obtain access to facility. 
· All critical or sensitive Company information handling activities must take place in areas that are physically secured and protected against unauthorized access, interference, and damage.
· Public tours of major computer and communications facilities that allow access to the computer floor are prohibited.
· Within the controlled perimeters of the NSA facility, cameras and audio or video recording equipment is not allowed.
· NSA computer or communications centers, that effect operation of Company systems must be constructed so that they are protected against fire, water damage, vandalism, and other threats known to occur, or that are likely to occur at the involved locations.
· A secured intermediate holding area must be used for computer supplies, equipment, and other deliveries. Delivery personnel must not be able to directly access rooms containing multi-user computer facilities.
· There must be no signs indicating the location of computer or communications centers containing Company equipment.
· Fire-rated walls surrounding computer facilities must be non-combustible and resistant to fire for at least one hour. All openings to these walls (doors, ventilation ducts, etc.) should be self-closing and likewise rated at least one hour.
· Computer facility rooms must be equipped with riot doors, fire doors, and other doors resistant to forcible entry.
· Computer facility rooms must be equipped with automatic door closing equipment and which set off an alarm when they have been kept open beyond a certain period of time.
· The data center is manned by at least two NSA people at all times.
· NSA employee and visitor identification badges must be worn at all times.
· Unsupervised working in the data center is not allowed.

· Removal of any information, equipment or media from the data center is restricted, unless authorized (i.e. backups).

2.3. Data center standards

Company administrators in conjunction with NSA staff to set standards for the physical environment. This standard may include such items as:

· Activities that may obscure video surveillance

· Actions that disrupt the power supply

· Network access interruptions

· Or other activity that may potentially lead to an incident. 

NSA is required to have backup power supplies and systems with power rectification in place. There are redundant communication links from the data center to the Internet and these pass through routers configured to protect and alert against unauthorized access.
2.3.1. Use cameras to monitor sensitive areas. Audit this data and correlate with other entries. Store for at least three months, unless otherwise restricted by law.

NSA deploys cameras in various strategic points around the head office to monitor entry and exit points and sensitive areas where cardholder data is processed.

Camera data is viewed periodically by facility security personnel and stored for 3 months.

2.3.2. Restrict physical access to publicly accessible network jacks.

Network jacks at the Company offices are disabled unless in use. No jack is in a publicly accessible area. The NSA facility does not have any publicly accessible jacks.

2.3.3. Restrict physical access to wireless access points, gateways, and handheld devices.

Wireless systems are not authorized at Company unless such wireless network devices are associated with the manufacturing and testing of pay stations.

2.4. Develop procedures to help all personnel easily distinguish between employees and visitors, especially in areas where cardholder information is accessible.

All Company employees and contractors have to wear badges in Company offices. These badges clearly identify staff and contractors. Visitors are issued temporary badges that clearly identify them as visitors.

The NSA uses similar systems to determine who is an employee and who is a visitor, in addition, NSA badges do not grant access, and this is done through a separate badge system.

“Employee” refers to full-time and part-time employees, temporary employees/ personnel, and consultants who are “resident” on the Company site. A “visitor” is defined as a vendor, guest of an employee, service personnel, or anyone who needs to enter the facility for a short duration, usually not more than one day.
2.5. Visitor procedures

All visitors to the Company head office have to report to reception and sign in, to receive a badge before access is granted. Visitors must be admitted to Company premises only for specific authorized purposes.
2.5.1. Authorized before entering areas where cardholder data is processed or maintained.

Visitors to the data center are not permitted to access the computer floor unless special permission and authorization has been received from Company and NSA staff. 

Contractors, repair personnel, telephone personnel, emergency workers and other authorized non-Company or non-NSA workers, who are required to enter related areas (including the computer floor), to perform authorized work must be escorted to and from that place of work by NSA staff. 

Visitors to the Company head office may enter the areas where cardholder data can be accessed, but only if escorted by a Company employee. 

2.5.2. Badge process

The visitor badges are for identification only and grants no access to any area. Badges must be worn at all times.

Visitors are required to surrender the badge before they leave. 

2.6. Visitor log 

All visitors to the Company head office must sign the visitor log and be escorted by Company employee while on site. The visitor log is retained forever.

2.7. Back-ups of data center

NSA performs backups of all the systems at the data center. System backup dumps are written to magnetic tape. Backup tapes are logged in inventory and then sent to a secure off-site storage facility.

2.8. Media security

Computers that store cardholder data are kept at the NSA facility and never removed. Printing or storing of cardholder data on any media without management permission is forbidden. Refer to the media and information handling sections of the Data Protection document (PROC-003) for further details.  

2.9. Media distribution
2.9.1. Label the media so it can be identified as confidential

Media containing cardholder data is labeled SECRET or as described in the Data Protection document (PROC-003).

2.9.2. Send the media via secured courier or a delivery mechanism that can be accurately tracked

Media is physically transferred using an authorized, bonded courier from the off-site backup facility only.

2.10. Management approval

Company does not approve any removal of media from the NSA facility unless authorized by management.

2.11. Media storage

All media of all types is strictly controlled. There is an inventory of all media types held by IT in a secure area.

2.11.1. Media inventory

All media is stored and recorded at the Company head office.

2.12. Media destruction

Media destruction takes place as follows:

	Media type
	Destruction method

	Paper 
	Cross-cut shredded

	Floppy disk
	Disk remove from plastic holder and cross-cut shredded

	CD or DVD
	Cross-cut shredded

	Hard disk
	Re-written using approved purge software

	Broken hard disk
	Securely stored indefinitely
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